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Executive Summary

Most U.S. research and development (R&D) takes place in the private sector.
This contributes to three problems that undermine the U.S. government’s
current research security initiatives.

o The firstis a problem of authority: the government has little or no
authority to regulate research that it does not perform or fund, or to
advise researchers on security issues that do not implicate federal
laws or funds.

® The second is a problem of information: because they are not
typically involved in research, government officials (especially in
federal law enforcement agencies such as the FBI and Department of
Justice) often lack the situational awareness and expertise needed to
protect that research.

e The third is a problem of trust: many, if not most, American
researchers are unfamiliar with law enforcement, skeptical of their
motives, and wary of restrictions on scientific openness and
collaboration. Because of this, researchers are often unwilling to
proactively collaborate with the government, including but not limited
to law enforcement, to improve research security.

Today, as China challenges the United States for technological leadership
and works to extract technology, data, and know-how from U.S. research
institutions, the U.S. government is pursuing an ambitious effort to improve
research security throughout the country. This effort seems focused on
enforcing conditions for federally funded research related to transparency
and conflicts of interest, prosecuting researchers accused of violating these
conditions, working with research institutions’ leaders and administrators to
improve awareness of security threats, and preventing some Chinese
nationals from physically entering or participating in research in the United
States.

These measures are useful in some cases, but they face the core problems of
authority, information and trust outlined above. As a result, any strategy that
emphasizes them will inadequately protect the approximately 75 percent of
U.S. R&D that is not federally funded.

To better defend U.S. science and innovation from the serious threats it faces,
federal officials should rethink their approach—and the role of the
government within it. Funding conditions, prosecutions, and the other familiar
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tools in the federal arsenal have their value. But to truly protect U.S. R&D, the
government needs to empower frontline researchers as true partners. That
means investing more in supporting security-informed decision making in
business, philanthropy, and academia, and relying less on mandates and
punitive tactics. Most of all, it means understanding that although the
government has a crucial role to play, it cannot and should not dominate U.S.
research security efforts.

To achieve these goals, we propose a new, public-private research security
clearinghouse, with leadership from academia, business, philanthropy, and
government and a presence in the most active R&D hubs across the United
States. Building on promising real-world examples in cybersecurity and other
critical domains, this institution would provide researchers on the frontlines,
and their funders and managers, with open source information, security-
related education and training, decision support resources, and a non-
punitive interface with federal partners (when needed). It would conserve
limited federal resources by equipping scientists to make security-informed
decisions independently, and it would strengthen the government’s other
research security initiatives by facilitating communication and mutual
understanding among researchers, their institutions, and the public sector.

Protecting the United States’ R&D advantage demands new infrastructure,
built with the needs of researchers and their institutions in mind, and
organized to sustain a unique American strength—our dynamic, bottom-up
research ecosystem. To ensure that the United States remains the world’s
science and technology leader for decades to come, federal law
enforcement, research funders and oversight agencies should start laying the
groundwork for this infrastructure today.
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Context

Research security is critical

America’s adversaries are extracting valuable data, know-how, and
intellectual property from U.S. R&D institutions." This is not a new problem. But
as China surges ahead in science and technology—fueled, in many cases, by
technologies acquired from the United States—the issue of research security is
attracting new attention in Washington. In this paper, we define “research
security” as preventing foreign actors from acquiring scientific research
through means that are illegal or contrary to prevailing norms, such as
rewards, deception, coercion, and theft.

The United States’ research security challenge emerges from its leading
scientific and industrial institutions, which attract interest from around the
world, and its relatively open and collaborative research culture, which
creates opportunities for exploitation. Other countries have long worked to
seize these opportunities.? As it develops into a major technological rival and
turns further toward authoritarianism, China has attracted particular scrutiny.
Experts note that:

China’s technology transfer programs are broad, deeply rooted, and
calculated to support the country’s development . . . These practices
have been in use for decades and provide China early insight and
access to foreign technical innovations. . . . [M]any—possibly most—
of these transfers are unmonitored and unknown outside China.?

Federal authorities are working hard to safeguard the U.S. R&D enterprise
from competitors and adversaries, including but not limited to China. Some of
their efforts are necessarily secret, but media reports, official statements, and
recent prosecutions suggest the current strategy includes:

® Rigorously enforcing conflict-of-interest conditions and disclosure
requirements associated with federal research funding, and
investigating and prosecuting researchers who violate these
conditions;*

® Working with leaders and administrators of research institutions to
improve awareness of research security threats;> and

® Preventing suspected bad actors from participating in U.S. research or
accessing U.S. research institutions—for example, by denying them
visas,® placing new restrictions on their institutions, or targeting
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related state-sponsored organizations, such as Confucius Institutes
and talent recruitment programs.”

Most research is privately funded and performed

In their speeches on research security, leading federal officials have mixed
dramatic warnings with calls for cooperation. “If we are going to maintain
our technological leadership, our economic strength, and ultimately our
national security in the face of this blitzkrieg,” urged then-Attorney General
William Barr in a recent speech on China’s technology transfer efforts, “we
need the public and private sectors to work together and come shoulder-to-
shoulder.”® FBI Director Christopher Wray emphasized that federal agencies
like his “can’t do it on our own; we need a whole-of-society response, with
government and the private sector working together.”?

Barr and Wray's entreaties point to a basic fact about U.S. R&D: the
government is not in command. Now more than ever, the U.S. innovation
enterprise is not a fop-down system. As shown in Figure 1, according to the
most recent data available, less than a quarter of U.S. R&D is federally
funded, down from nearly 70 percent in the 1960s. Even in universities,
which rely more on public funding than deeper-pocketed corporations, only
half of R&D is federally funded.'® As of last count, the federal share was still
falling, meaning federal officials may have even less direct control over the
U.S. research enterprise—and the threats it faces—in the years to come."'
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Figure 1. Most U.S. R&D is not federally funded, and the federal share is
shrinking

Source: National Patterns of R&D Resources: 2017-18 Data Update, NSF 20-307, Table
6.2017 and 2018 data are preliminary. “Nonprofit” includes nonprofit organizations
outside higher education, as recorded by NSF.

Meanwhile, the federal government’s own scientists and engineers perform
only 10 percent of total U.S. R&D, as shown in Figure 2.'? In other words,
nearly all U.S. R&D takes place outside the federal government, whether or
not the government funds it.
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Figure 2. Federal researchers perform a small and declining share of U.S.

R&D

Source: National Patterns of R&D Resources: 2017-18 Data Update, NSF 20-307, Table
2.2017 and 2018 data are preliminary.

The federal government has more sway over crucial basic research, which
produces the foundational advances that lead to new products and
applications.” Still, as Figure 3 shows, most of the United States’ basic
research is not federally funded, and very little is federally performed. Over
the last five years for which data are available, the federal government
funded 43 percent of U.S. basic research, compared to 23 percent of all
R&D.™
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Figure 3. The federal presence is limited across all phases of R&D

Source: National Patterns of R&D Resources: 2017-18 Data Update, NSF 20-307, Tables
2-9. Calculations include data from years 2014-2018, inclusive. Funding data are in
constant 2012 dollars. 2017 and 2018 data are preliminary.

If the federal government significantly boosts its R&D budget, as many
lawmakers are urging, the public share of R&D funding and performance
could rise.'® But it would take a truly massive, decades-long reversal in policy
to alter the basic trends presented here. For the foreseeable future, most of the
U.S. research enterprise will remain outside the government’s direct control.
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Challenges

The public sector’s limited and shrinking role in U.S. R&D contributes to three
problems for the federal government: a problem of authority, a problem of
information, and a problem of trust. These problems are undermining the
government’s current research security efforts, underscoring the urgent need
for new, complementary strategies that engage non-federal partners and
resources.

Authority

Federal officials have limited authority; they cannot act unless federal law
authorizes them to act. In the research security context, they have two typical
jurisdictional “hooks.”

First, they can rely on laws that directly regulate foreign countries’ and
foreign nationals’ interactions with the United States. For example, the
interagency Committee on Foreign Investment in the United States (CFIUS)
can block corporate mergers and acquisitions that pose national security
risks, '® the Foreign Agents Registration Act requires disclosure of certain
foreign agents’ activities,'” and immigration and export control laws restrict
some foreigners’ access to U.S. R&D.'®

In some cases, such tools can be used to address research security issues, but
they do not provide anything close to comprehensive federal jurisdiction.'?
Some laws exempt broad categories of R&D; most famously, export controls
have long exempted “fundamental research.”? Other laws relevant to
research security empower only a limited group within the government to
act,?' prevent federal officials from sharing information with others,?? or
impose significant procedural or evidentiary burdens.?? There are usually
good reasons for these caveats.?* Nonetheless, they make it less likely that
any particular federal official will be able to act on research security threats
as they emerge. The threats may not meet that official’s narrow jurisdictional
criteria, or the official may not have the legal tools to adequately respond.?®

Second, the government can attach strings to federal money, giving it much
more flexibility to enforce research security—as long as the research is
federally funded. For example, Charles Lieber, the recently arrested chair of
Harvard University’s chemistry department, allegedly violated disclosure
terms in his federal grants by joining China’s Thousand Talents recruitment
program without informing his National Institutes of Health (NIH) and
Department of Defense funders.?
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All of the major federal funding agencies require grantees to disclose conflicts
of interest, including conflicts involving foreign entities, and restrict grantee
activities that may pose research security threats. These grant conditions can
extend broader and deeper than research security laws; joining Thousand
Talents may not be illegal in itself, but not disclosing it to the NIH (for
example) could mean federal charges.?” Not coincidentally, researcher

prosecutions under the Department of Justice’s “China Initiative” routinely
involve violations of federal grant conditions.?®

Although these conditions give federal officials authority and flexibility, they
extend only as far as federal funding does. Today, most R&D in the United
States is privately funded, and relatively few researchers rely on federal
resources, especially outside of academia. Many receive no federal funding
at all. For others—in particular, researchers who are already well-
established, or who work on more commercializable technologies—federal
grants are helpful, but not necessary. If conditions on federal grants become
more burdensome, these researchers could simply opt for private money,
frustrating research security efforts and reducing the government’s access to
cutting-edge science, as discussed below.?

In sum, federal officials have limited authority to act on research security
threats. The most relevant federal laws are far from comprehensive. Funding
conditions give some additional coverage, but leave wide swaths of the U.S.
research enterprise untouched. Any research security strategy that relies on
federal jurisdiction will miss a great deal.

Information

The U.S. R&D enterprise encompasses millions of scientists and engineers,
hundreds of research universities, and uncounted corporate and nonprofit
labs.*® Monitoring this vast and dynamic ecosystem, much less adequately
defending it, would challenge even the best-equipped federal agencies.*'
The specialized nature of cutting-edge research is another obstacle. In many
disciplines, understanding which research results and technologies are
valuable targets, or communicating productively with rank-and-file
researchers, can require an advanced degree and lab experience. Relatively
few federal employees have these, especially within law enforcement
agencies such as the FBI and Department of Justice.

Again, the federal government’s limited role in U.S. research adds to these
informational challenges. Through the grant application process and ongoing
interactions with their grantees, federal agencies gather rich data from the
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researchers they fund. As federal grants become less common, funding
agencies build relationships with and gather information from a shrinking
share of researchers. Meanwhile, as the government itself performs relatively
less research over time, it loses access to scientific contacts and information
networks, and fewer of its personnel have the training and practical
experience needed to stay abreast of cutting-edge scientific research.

Collectively, these trends leave the federal government less informed about
current research—and the threats it faces.

Trust

A “whole-of-society” response to the research security threat requires close
and proactive cooperation from the research community. But cooperation
requires trust, and in many cases, U.S. researchers are wary of government
interventions into their work.

One study, conducted by the Federation of American Scientists (FAS) and the
FBl in 2009, concluded that “scientists are suspicious of the FBI and feel that
they do not work well with the scientific community.” More than three quarters
of the scientists polled agreed that law enforcement “[did] not understand
their work.” As shown in Figures 4 and 5, respondents overwhelmingly felt
that federal law enforcement should have no role in monitoring scientific
research, and most were reluctant to share information with federal officials.3®

Figure 4. Researchers believe federal law enforcement should not be

involved in monitoring research

Source: FAS/FBI survey of 1,332 scientists (conducted 2009).
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Figure 5. Researchers are reluctant to share information with federal officials

Source: FAS/FBI survey of 1,332 scientists (conducted 2009)

Of course, researchers can have their own misconceptions. Law enforcement
officials worry that scientists and their institutions are naive, uninformed, or
simply apathetic about research security, and too quick to dismiss federal
efforts to protect them and their work.** These concerns are sometimes
justified. Some researchers have yet to recognize the reality of twenty-first
century science and technology; today, “dual use” is ubiquitous, repressive
governments center R&D in their strategies for dominance, and at least one
major research power—China—systematically exploits scientific norms of
neutrality, transparency, and open collaboration for its own geopolitical
purposes.®

However, misconceptions cannot entirely explain researchers’ mistrust of the
federal government. To some extent, this mistrust may be unavoidable. The
open-science norms that enable U.S. technological leadership, and scientific
progress more generally, are often in tension with research security goals.
Researchers cherish these ideals and are understandably wary of perceived
interference.®® In some cases, they may have broader concerns about
governments’ inevitable interest in using science and technology for their own
geopolitical ends. The U.S. free-enterprise system is also a factor. Most U.S.
R&D takes place within private companies that are focused on the bottom line
rather than public priorities, are generally skeptical of regulation, and may
have financial motives to doubt warnings about research security.?”
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In other ways, the federal government has not helped its own case. Very few
federal counterintelligence agents have an understanding of the research
environment—and too few understand the foundations of openness and
research integrity that are scientists’ and engineers’ unspoken “rules of the
road.”*® To be sure, law enforcement is only one part of the federal
government. But this nuance is often lost on scientists not well versed in the
government’s ins and outs. And in fairness to these scientists, research funders
and law enforcers do communicate and collaborate regularly—for example,
as part of routine interagency processes, or in the course of investigations
related to federal science.?” For these reasons, law enforcement and its
actions may color researchers’ perceptions of the federal government as a
whole.*

Finally, the government’s shrinking presence in R&D may deepen the gap in
trust. The FAS survey results indicate that researchers trust federal funding
agencies much more than they trust law enforcement.*' When close to 70
percent of research was federally funded, the federal government was the
primary driver of research topics and funding for most U.S. researchers. There
were also fewer scientists and engineers, and a smaller set of funding
agencies. As a result, scientific communities were more deeply intertwined
with the federal government, including on a personal level.

But as the government becomes a smaller input to the U.S. R&D ecosystem,
and as that ecosystem continues to grow, a smaller share of researchers build
relationships with federal employees. Meanwhile, relatively fewer
government agencies and employees develop an understanding of the scope
and breadth of U.S. research communities, which could make researchers
worry that federal officials may misinterpret normal activities as security
threats. More broadly, tighter federal science budgets—and proposals to cut
them further, a fixture in recent years—can set a tone of disregard, even
contempt, for the scientific community.“? Direct evidence of these dynamics is
hard to come by, but at a minimum, the federal government probably has not
built trust by contributing proportionately less to U.S. research over the years.
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One path forward

The federal government lacks the authority, information, and trust it would
need to secure U.S. research on its own. The basic challenge is structural: the
U.S. research enterprise is just too big, too distributed, too complex, and too
exposed across too many sectors for a top-down, federally controlled
approach to the research security challenge. Even if the resources and
political will existed to allow it, imposing this approach would destroy
research as the United States knows it, eroding the values of collaboration
and free inquiry that fuel its scientific and technological advantage.

At the same time, we cannot expect U.S. private-sector research
organizations to solve the problem themselves. Even the best-resourced
corporations and universities cannot always deter sophisticated, state-
sponsored research security threats.** In some cases, private-sector institutions
and researchers may not be aware enough of security threats to properly
defend themselves in the first place.** And even if individual institutions could
perfectly defend their intellectual property, they might withhold threat
intelligence from their competitors, or decide to transfer technology in
exchange for short-term profits, without properly understanding the broader
costs of doing so to themselves and others.*

To make better progress, the federal government should help build or
encourage private investment in new institutional infrastructure for research
security, and incentivize non-federal stakeholders to do the same. We
envision a new institution, empowered by the government—but not run by the
government—to study and act on all kinds of relevant developments, not just
those that implicate federal laws. The institution would have resources that will
allow it to elicit, process and share open source analysis from all corners of
the global research enterprise,*® including experienced technical and
development personnel, access to data and analytic tools, and strong
relationships with industry, academia, philanthropy, and other private
research institutions. And to earn researchers’ trust and active cooperation, it
would offer them accessible, non-punitive pathways to share concerns and
receive advice—and it would be meaningfully independent from the
government.

To meet these urgent needs, the federal government should convene and
provide seed funding for an independent research security clearinghouse,
with leadership from academia, philanthropy, business and government. This
organization would use open source data to analyze and document the
shifting technology landscape, generate context-specific, data-driven
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assessments and best practices, and develop frameworks that help
researchers apply these insights in their day-to-day activities, such as hiring,
traveling, and collaborating with others. The government would serve as a
partner, providing financial and technical support where appropriate—but
allow the nominal institution or consortium to drive the business model through
consultations with the interested parties.

By participating in this new public-private institution, researchers and their
organizations would be equipped to collaborate, sell, and attract talent
around the world without putting their intellectual property at risk. For private
industry, this would be a unique source of competitive intelligence; for
universities, a safeguard in recruiting the world’s best and brightest; and for
all participants, a means of heading off the legal trouble, regulatory scrutiny,
and reputational damage that can result when research security is
compromised. Perhaps most importantly, for the very many rank-and-file
researchers who want to “do the right thing,” it would offer help without the
threat of misunderstanding, or worse.

Although some forums already exist to promote public-private collaboration
around research security issues, and others have been proposed, none
comes close to fulfilling the role and providing the resources we envision. For
example, the National Defense Authorization Act for fiscal year 2020
included a new Science, Technology and Security Roundtable, with
representatives from government, academia, and industry, to share
information related to research security and explore new approaches to the
issue.”” While these sorts of forums can help set the research security agenda,
build trust, and develop best practices, they are not designed to provide the
specific, actionable information and support that frontline researchers need,
and they lack the analytic resources and broad research community buy-in
that it will take to make a real dent in the research security challenge.

To our knowledge, the more extensive model we advocate has not been used
for research security yet, but it has supported progress in other domains. In
particular, the U.S. cybersecurity infrastructure relies heavily on public-private
institutions and industry self-regulatory organizations. As with research
security, cybersecurity involves defending a massive, diverse attack surface
that largely exists in the private sector. To confront this similar challenge, in
2002, federal and private-sector partners established the National Cyber-
Forensics and Training Alliance (NCFTA), “a nonprofit partnership between
private industry, government, and academia for the sole purpose of providing
a neutral, trusted environment that enables two-way collaboration and
cooperation to identify, mitigate, and disrupt cyber crime.”“® Working from
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unclassified office space near Carnegie Mellon University, NCFTA's team,
which includes private-sector analysts, federal investigators, and
cybersecurity scholars, has prevented billions of dollars in losses and referred
thousands of cases to law enforcement.*’

Many critical sectors also operate their own Information Security and
Analysis Centers (ISACs) and Information Security and Analysis
Organizations (ISAOs), secure forums for private companies to share cyber
threat intelligence with each other, often in collaboration with federal
agencies.*® At their best, these organizations can become valuable assets.
According to one recent analysis, “Many ISACs are well resourced, come
with membership fees and have infrastructure and full-fledged security
operations centers for monitoring threats on a global scale. . . . Information
being shared in [one successful ISAO] includes [everything] from rogue email
and IP addresses to best practices and equipment vulnerabilities.”*

Finally, outside the cyber domain, industries from finance to nuclear energy
have built self-regulatory organizations to promote best practices, discipline
laggards, and interface with relevant authorities as needed.*? Again, many of
these organizations have meaningfully improved security for their members
and host industries.>

Building a similar institution would go a long way toward protecting U.S.
research from the security threats it faces. To that end, we offer the following
initial recommendations:

e The Office of Science and Technology Policy (OSTP), or a designated
agency such as the National Science Foundation (NSF) and/or the
National Institute of Standards and Technology (NIST), in
cooperation with scientific, academic, and industry organizations
such as the National Academies, American Association for the
Advancement of Science, Association of American Universities,
Institute of Electrical and Electronics Engineers, Business Roundtable,
and Council on Competitiveness, should convene regional (possibly
virtual) listening sessions with the R&D community. Outreach would
target large private funders of research in industry and philanthropy
as well as large producers of R&D in industry and academia, but also
ensure participation from startups, incubators and accelerators,
private labs, and smaller research universities. These sessions would
allow the federal government to discuss its perspective and concerns,
and for the participants to provide insights on their own perspectives,
needs, and desired incentives for participating in security efforts.
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e In parallel, OSTP, or a designated agency such as NSF and/or
NIST, should commission a study to provide options for business
models and cost structures for the new institution. As part of this effort,
the study should explore products and services that could eventually
be provided on a subscription basis. These might include technology
landscape assessments regularly updated for priority technology
areas, as well as running assessments of global scientific research,
intellectual property production, and market activity.

e Finally, the United States should establish an advisory group with
representatives of the largest non-federal sources of R&D funding—
industry, academic endowments, and philanthropic donors—to begin
a candid dialogue on scientific norms and incentives in a multipolar
era. This group would convene annually to discuss steps toward
reconciling scientific openness, profitability, economic development,
and the very real security concerns of a multipolar world where
technology may often be the determinant of power, and competitor
nations may distort or exploit longstanding norms for their own gain.

With their broad perspective and national security mission, federal authorities
are well-positioned to help build new infrastructure to meet the research
security challenge, and their unique legal and financial resources will be an
important aspect in establishing a credible institution. But the federal
government must begin to shift perspective. In a research environment where
it is not the sole or primary driving force, the government must be able to act
as a trusted partner, not a commander.

U.S. R&D has been a global model for over 70 years because it is diverse,
dynamic, and very often bottom-up, sustained not only by the government but
by an amazing multiplicity of corporate, academic, philanthropic, and
nonprofit institutions. This is both a great strength and a large challenge in the
multipolar era. The approaches that sustained U.S. R&D enterprise for the last
70 years are likely not the exact same approaches that will provide a
foundation for leadership in the decades to come. Those charged to protect
this critical asset must embrace its diversity and its dynamism.
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