UNC School of Dentistry Guidelines for Release of Protected Health Information (PHI) for Research Purposes
I.
Requirements for Release of PHI for Research Purposes:

1. Requests for release of PHI for research purposes, including both the physical record and the electronic record (e.g. EPR, Ortho II), should be made at the Office of Clinical Affairs.  Such requests will be processed in accordance with the University of North Carolina at Chapel Hill HIPAA Research Policy.  
2. The request must be accompanied by the form entitled “UNC School of Dentistry Request for Access to Protected Health Information for Research Purposes” together with attached required documentation described on form.  The Office of Clinical Affairs will not allow the disclosure of PHI for research purposes unless the researcher has submitted the required documentation.
3. This policy shall apply to records kept throughout the School of Dentistry, whether or not they are stored in the central Record Room.

4. Personnel who are employed by the central Record Room, the Office of Computing and Information Systems (OCIS), or any other unit in the School of Dentistry that stores PHI shall not release PHI for research purposes without receiving verification from the Office of Clinical Affairs that the researcher has submitted all required documentation and has been granted access to requested PHI.
5. Access to PHI must be limited to a period of time not to exceed the duration of the research protocol.

6. Employment records and those research records that have been created purely for research use and are not also used as the actual clinical records of individuals for patient care purposes are excluded from this policy.
II.
Options for HIPAA-Compliant Disclosure of PHI for Research Purposes:
1. Authorization signed by the patient (or copy of informed consent document signed before 4/14/03).  The request must include:

a. a copy of each authorization or informed consent
b. IRB approval letter
c. UNC School of Dentistry Request for Access to Protected Health Information for Research Purposes
2. IRB Waiver of Authorization (or copy of IRB waiver of informed consent approved prior to 4/14/03).  This may include a Limited Waiver of Authorization Solely for the Purpose of Prescreening, and/or Recruiting Potential Research Participants.  The request must include:

a. IRB waiver

b. UNC School of Dentistry Request for Access to Protected Health Information for Research Purposes
3. Only Review Preparatory to Research:  This scenario does not include access to PHI for research subject eligibility prescreening and/or recruitment contact.  The request must include:

a. UNC School of Dentistry Request for Access to Protected Health Information for Research Purposes, which includes an affirmation that the researcher:
· will not record any individually identifiable PHI; and

· will not remove any PHI from the records; and

· will only access or use PHI that is necessary for preparation for research; and

· will not use PHI accessed in this review to prescreen individuals or make contact with individuals for recruitment or other research purposes.

(Note:  Aggregate “de-identified” data may be released directly to the researcher without additional documentation --- see #6 “De-identified Information” below.)

4. Only Decedents:  The request for disclosure of PHI of decedents only must include:

a. UNC School of Dentistry Request for Access to Protected Health Information for Research Purposes, which includes an affirmation that the researcher:
· will only access and use PHI of decedents; and
· will only access and use PHI that is necessary for the research study; and

· upon request can provide documentation of the death of the individuals whose PHI is accessed and used.

5. Limited Data Sets:  
A limited data set may not include any of the following direct identifiers of the individual or the individual’s relatives, employers or household members: 

	· Names

· Any geocodes that identify an individual household such as street address 

· Telephone numbers

· Fax numbers

· Electronic mail addresses

· Social security numbers

· Medical record (Chart) numbers

· Health plan beneficiary identifiers
	· Account numbers

· Certificate/license numbers

· Vehicle identifiers and serial numbers, including license plate numbers

· Device identifiers and serial numbers

· Web universal resource locators (URL)

· Internet protocol (IP) address numbers

· Biometric identifiers, including finger and voice prints

· Full face photographic images




Note that a Limited Data set may include:

· All elements of dates directly related to an individual, including birth date, admission date, discharge date, dates of health care procedures or other services, and date of death.
· Geocodes above the level that would identify an individual household such as state, county, city, town, census track, precinct, zip code.
Requests from UNC researchers must include:

a. IRB approval letter

b. UNC School of Dentistry Request for Access to Protected Health Information for Research Purposes, which incorporates a Data Use Agreement
Requests from researchers outside of UNC Chapel Hill require a Data Use Agreement to be executed between the external research entity and UNC.  Contact the UNC Chapel Hill Office of University Counsel for assistance. 

6. De-Identified Information:  Researchers who are requesting disclosure of “deidentified” information only need to submit the UNC School of Dentistry Request for Access to Protected Health Information for Research Purposes.  Data are not considered PHI if they are completely de-identified.  There are 18 identifiers that must be removed to create “deidentified” information.  Identifiers concerning the individual and the individual’s employer, relatives and household members that must be removed include:
	· Names

· Geographic subdivisions smaller than a state

· Zip codes

· All elements of dates except year directly related to an individual, including birth* or death or dates of health care services or health care claims

· Telephone numbers

· Fax numbers

· Electronic mail addresses

· Social security numbers

· Medical record (Chart)  numbers
	· Health plan beneficiary identifiers

· Account numbers

· Certificate/license numbers

· Vehicle identifiers and serial numbers, including license plate numbers

· Device identifiers and serial numbers

· Web universal resource locators (URL)

· Internet protocol (IP) address numbers

· Biometric identifiers, including finger and voice prints

· Full face photographic images

· Any other number, characteristic or code that could be used by the researcher to identify the individual


*Note: Although a de-identified data set cannot contain a birth date, it may contain the individual’s age expressed in years, months, days, or hours, as appropriate, except for individuals who are aged 90 years or more.  For persons aged 90 years and above, the age in a de-identified data set can only be stated as being within the category of age 90 or above.

III.
Accounting of Disclosures of PHI Requirements:


An individual may request a written accounting of all PHI disclosures that occurred during the six years (or shorter time period if requested) prior to the date of the request.  This accounting will be provided by the Office of Clinical Affairs in accordance with The University of North Carolina Accounting of Disclosures of Protected Health Information (PHI) Policy.  Whether that accounting must include the disclosure of PHI for research purposes depends on the conditions under which the PHI was disclosed:

1. Authorization:  Does not require an accounting of disclosure.
2. IRB Waiver of Authorization (Less than 50 individuals):  Does require an accounting of disclosure.
IRB Waiver of Authorization (50 or more individuals):  Does not require an individual disclosure.  However, a master list of protocols will be maintained by the Office of Clinical Affairs. This listing will be provided to each patient that requests an accounting of disclosures under this category.
3. Reviews Only Preparatory to Research: Same as #2 above.
4. Disclosure of Decedents PHI: Same as #2 above.
5. Limited Data Sets:  Does not require an accounting of disclosure.

6. De-identified Information:  Does not require an accounting of disclosure. 
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